
IRCA ISO 27001:2005   
Lead Auditor Course

Solution

Intertek Moody Training and Knowledge Solutions specialize in 
offering a variety of training solutions which enables both individuals 
and organizations to achieve key objectives. Our solutions help you to 
better understand, implement and enhance business management 
systems and assurance programs to drive consistent, transparent 
and accountable operations, improve risk management and deliver 
long-term, systematic and sustainable performance.

The courses designed by international specialists in the field of ISMS 
auditing involving the most modern accelerated learning techniques 
existing in the field of training. After successful completion of this 
course the delegates are competent to plan, conduct and report a 
Information Security Management System Audit.

Who Should Attend?

While no formal pre qualification is necessary to attend this 
course, those delegates with previous exposure to information 
security management system will have an added advantage.

As the training courses will be in English, competency in written 
and spoken English is a minimum requirement to understand this 
course. Course is best suited for top & middle management quality 
professionals like top management, management representatives, 
consultants, system implementers, HODs, internal & external 
auditors, etc.

ISO 27001:2005 Lead Auditor Course Details:

The Course is approved by IRCA (Course No. A17466).  IRCA 
is regarded as the world leader in the approval of Training 
Organizations who present auditor training courses. IRCA 
evaluates, approves and maintains approval of around 100 
Training Organisations annually, who between them present over 
5,000 IRCA certified courses each year in all parts of the world. 
This course meets the training course requirements given by 
International Personnel Certification Association (IPC) and as 
such is recognized as meeting the Training Requirements for 
Auditor Registration.

Challange

Growing scrutiny toward industry’s Information Security 
Management has made conformance with ISO 27001:2005- 
a voluntary, internationally recognized Information Security 
Management Systems (ISMS) standard - more important than 
ever. Competence of Lead auditors is the most important factor 

for ensuring effective implementation of the Information Security 
Management System. Information Security management system 
auditors require understanding of the standard, stake holder 
requirements, statutory requirements, skill of auditing, and finally 
the application of these in most complex situations. 
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Training Objective

To gain an in-depth and practical understanding of the ISO 
27001:2005 audit requirements, with particular reference to audit 
management and consistent report writing.

Course Objective

This course is designed to:

•	 Explain the purpose of an Information Security Management 
System (ISMS) and explain the processes involved in establishing, 
implementing, operating and monitoring, reviewing and 
improving an ISMS as defined in ISO 27001, including the 

significance of these for ISMS auditors; 

•	 Explain the purpose, content and interrelationship of ISO 27001, 
ISO/IEC 17799 and ISO 19011, ISO/IEC TR 13335 Parts 3 and 4 
(GNITS), EA 7/03 and the legislative framework relevant to an 

ISMS.

•	 Explain the role of an auditor to plan, conduct report and follow 
up an ISMS audit in accordance with ISO 19011; 

•	 The role of an auditor to plan, conduct, and follow up an ISMS 
audit in accordance with ISO 19011 and the guidance criteria 
contained in EA 7/03. 

•	 Develop skills to interpret the requirements of ISO/IEC 27001 & 
EA 7/03 in the context of ISMS audit and undertake the role of 
an auditor to plan, conduct, report and follow up an ISMS audit 
in accordance with ISO 19011

Course Contents (5 Days)

This course is designed to:

•	 Standards, Principles and Definitions

•	 Accreditation, Certification and Types of Audits

•	 ISO 27001:2005 Overview

•	 Risk Assessment 

•	 Management Responsibility 

•	 Internal ISMS Audits & Management Review

•	 ISMS Improvement 

•	 ISO/IEC 27002:2005 and the Control Objectives 

•	 ISO/IEC 13335-1:2004

•	 ISMS and the Legal Compliance 

•	 Process Auditing and Added Value

•	 Opening Meeting

•	 Raising Non-conformities

•	 How to Audit Competence

•	 Audit Reporting

•	 Audit Follow Up Actions

•	 IRCA Registration

Regional Director of 
Intertek Moody since May 
2011. Prior to that He was 
the Executive Director 
of Moody International 
Certification India Limited. 
He is a BSc. Engg (Hons) 
graduate in Electronics 
and Telecommunication 
Engineering and has an 

MBA in Project Management. He is a Lead 
Auditor and Lead Tutor for QMS, EMS, OHSAS and 
ISMS. He has over 28 Years of work experience in 
various industry sectors including IT sector. 

He worked as project manager from 1995 to 
2000 for the development and implementation 
of business solutions for Banking and 
telecommunication industry. While working 

as Factory Manager of a Telecommunication 
Manufacturing company (Transmatic Systems 
Ltd, India) in 1995, His team got the Indian 
President’s National Productivity Award through 
implementation of various initiatives including 
ISO 9001 Certification. He has over 15 years 
of hands on experience as an implementer, 
consultant, lead Auditor and Lead Tutor for 
various management system standards.

He has carried out over 300 Third Party 
Certification audits against ISO 9001:2008, 
OHSAS 18001: 2007 and ISO 27001: 2005 
Standards in various countries including 
Australia, Brunei, India, Indonesia, Malaysia, 
Philippines, Singapore and Thailand. Mr. 
Fernandez has approvals as Lead Auditor from 
UKAS (UK), COFRAC (France), SINCERT (Italy), 
TGA (Germany), DSM (Malaysia).

He has conducted numerous IRCA approved Lead 
Auditor Courses in India,Indonesia, Malaysia, 
Philippines, Singapore and Qatar. Some of the 
organizations which were highly benefitted from 
his training programs are Prime Minister’s 
Office –Malaysia, Formula 1 – Malaysia, 
Scomi OMS Oilfield Services – Singapore and 
Indonesia, QAFCO – Doha; SAIPEM – Doha, Qatar 
Telecom-Doha, Qatar Petroleum-Doha Indian 
Space Research Organization – India, Rail India 
Technical and Economic Services – India and 
ONGC India.

His work experience in Nigeria, South East Asia, 
Middle East and India has helped him to manage 
successfully the delegates of different nationality 
who attend the training courses and to deliver the 
courses using accelerated learning techniques.

Alocious Thomas FernandezTrainer Profile
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